IPO Responsibilities for New User Account Request

Summary:

1. If user does not have a NASA identity or badge:

IPO’s will act as the SPONSOR and should go to the NAMS site at https://idmax.nasa.gov and log in with your Agency User ID and password, click the "Invite – Remote User Identity".

2. Once a NASA identity is established for a Remote IT User:

 The IPO should return to the NAMS site at https://idmax.nasa.gov and log in with your Agency User ID and password, and request access on the user's behalf.  There is a link in NAMS "Request or Modify Application Account" to start the process. Once the request has been submitted, email messages will be generated instructing the Application Owner to approve the USER access to the application.

Detailed:
Step #1:  IPO’s act as the REQUESTER and SPONSOR to invite the user for a NASA remote IT user identity if the user does not already have a NASA identity.

Log on to the NAMS/IdMAX site at https://idmax.nasa.gov using your agency user id and IdMAX password.  Once you log on to the NAMS/IdMAX site successfully, you’ll see the following page:
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Figure 1.  Main Menu.  Click on ‘Invite – Remote User Identity’ under the ‘User Self-Service Tools.’
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REMOTE USER - INVITATION - for US Citizens

DO NOT use the Remote User Invitation for someone who already has a NASA identity (UUPIC). Instead, use the ‘Request -
Remote User Identity’ link in the Identity Management section on the IDMAX Main Menu.

DO NOT use the Remote User Invitation for non-US Citizens. If you have questions, please contact your local center security
office or center identity representative. More information is available at the following URL:
http:/insidenasa.nasa.goviociofinfrastructureficam.html

DO NOT use the Remote User Invitation to request access via VPN, i.e., to request access for NASA IT users to telework from
home or another location. To request VPN access for teleworking needs, use the NAMS Account Request tool, using key
search word 'VPN' and selecting the appropriate VPN for your Center.

REMOTE USER CENTER
[il  uUserCenter: |Please Select a Center for User v

LEGAL NAME

[l First Name:

CONTACT INFORMATION

[il Phone:

] Email:

[i] Re-Enter Email:

WORKER AFFILIATION [i @ Afiiiated O Non-Afiisted [i]  Sponsoring Center: | Please Selecta Sponsoring Center v,

Select an agreement number, then select the company and sponsor name.
(5] NASA Agreement Number:  Please select Contract v

(3] company Name:| v |[i] Sponsor Name:| v |[il User End Date:

‘Submit | [ Cancel

d9-0

Home  Insert

i)

<& Brightness ~ Ja{ Compress Pictures

Contrsst~ B Change Pcture
PgRecolor~ 4gReset cture
Adjust

Page Layout

WELCOMEPAGE.docx - Microsoft Word Picture Tools. =
e Took |

References  Mailings  Review  View | Fomat | @
e = m - @ Picture shape - @] % Bring to Front |5.' g ] e =
- | B senatosack ~ B

= = postion o Slses -
7 pieuretteas < | " @Ted wiapping - She | P 88T 2
Pcture Styies 5 Amange size 5

ty and Access Management Tools - Windows Internet Explorer

Done / Trusted stes

100%

)+ [ Mg goviontswortenea onsmoeionzssTss wonsscrsosaarsssacecssrscuceeo | B | ) X [ s

R T P —

[T ——— G- B @ - e - Gk - 7

REMOTE USER - INVITATION - for US Citizens

DO NOT use the Remote User Invitation for someane who already has a NASA identiy (UUPIC).Instead, use the ‘Request -
Remote User Identity’link in the Identity Management section on the IDMAX Main Menu.

DO NOT use the Remote User Invitation for non.US Citizens. If you have questions, please contact your local center security
office or center identity representative. More information s available at the following URL:
hitpiinsidenasa nasa.govociomirastructureicam.him!

DO NOT use the Remote User Invitation to request access via VPN,

10 request access for NASAIT users to telework from

home or anather location. To request VPH access fo teleworking needs, use the NAIS Account Request oo, using key

search word VPN and selecting the appropriate VP for your Center.
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Figure 2.  Remote User Invitation for US Citizen.  

· User Center should be the NASA center that the user is supporting.

· Enter the user’s information.

· For the ‘WORKER AFFILIATION,’ check the ‘AFFILIATED’ option.
· The ‘Sponsoring Center’ should be the NASA center that the IPO belongs to.

· NASA Agreement Number should be the contract number that the user is supporting.

· The sponsor name should be the IPO name.
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Figure 3.  Invitation form with data completed.  Notice the agreement number is no longer displayed since non-affiliated was checked.  Select from the select list your sponsoring organization the sponsor name. Click the ‘Submit’ button to continue.
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Figure 4.  Invitation Summary.  Please review the information before your final submission.  Once you submit, you will see an annotation stating your information has successfully been submitted.  A confirmation email is sent you to you the requester.

Step #2.  Request Ness Application Access on behalf of the user once a NASA identity has been established.

Log on to the NAMS/IdMAX site at https://idmax.nasa.gov using your agency user id and IdMAX password.
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Figure 5 .  IdMAX Home Page displayed after login.  Click on ‘Request or Modify Application Account’ under the heading ‘Account Management – NAMS – 4.6.’
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Figure 6.  Sponsor page. Use the button ‘Select Yourself’.
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Figure 7.  User page.  Search and select user you are requesting access for. If not found, then the user has not yet had a NASA identity.
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Figure 8.  Requester Page.  Search and select Requester, if not yourself.
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Figure 9.  Applications page.  Select center GSFC and search on keyword NF1018.
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Figure 10.  
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Figure 11.  
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Figure 12.  
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Figure 13.  
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Figure 14.  
Step #3.   Once the NAMS Application Request for NESS is completed for this user, the user will receive an email about the completion of this request.  The user then needs to go to the NESS website, https://ness.gsfc.nasa.gov, and clicks on the Request Access link.

Step #4.  The user needs to follow the instructions and enter data on each page, submit the account request form on-line, print the account request form, sign it, and fax or mail to NASA HQ as what the current NESS access request process is.

